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1 INTRODUCTION
The examples provided on this guide are based on the Latch app installed on an iOS mobile device,
thus the images of the smartphone and the Latch installation process match this type of device. In
case the device had a Windows Phone, Blackberry or Android operating system, the steps to be
followed would be the same, so the user could perform them in any case. The only difference would
be found when installing Latch, since each operating system uses a different store, although the
installation process is basically the same for all of them. Latch can also be used on devices such as
Tablets and Apple Watches.

1.1 About Latch
Latch is a service designed to protect digital accounts’ accesses or users’ services. Latch provides
additional authorization management through locks to be managed by the user, as well as a second
authentication factor (TOTP). Furthermore, Latch’s alert system allows real-time identification of
suspicious behaviors on users’ accounts.
Latch allows to set up the operations of a given service for the users to “lock” or “unlock” those
services that they are not using, and all this from a simple app:
-

Latch monitors the authentication phase of the service, so that users can “lock” or “unlock”
service access.
Latch enables the locking of different service operations such as credit cards, bank transfers,
settings changes, etc.
Latch provides a second authentication factor based on a one-time password as optional or
mandatory security function.

1.2 Prior requirements
To use Latch the user must have at least:
1. A smartphone with the Latch application installed.
2. A user account with any of the providers already linked to Latch.
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2 INSTALLATION AND ACCOUNT CREATION
2.1 Installing Latch app from your mobile device
To use Latch firstly you need to install it on your mobile device. The app is free and can be
downloaded from the appropriate store for your device.
The steps to be followed to install Latch on your iOS mobile device are:
1. From your smartphone, access “App Store” and tap on it.
2. Introduce “Latch” into the search bar at the top of the screen.
3. Following this, several applications related to the word “Latch” will appear. You must install
the app from “Telefónica Digital España S.L.U.”. To do this, just tap on the download button
(cloud).

Image 01: Accessing the App Store

Image 02: Searching for Latch

Image 03: Installing Latch

4. After a few seconds, the installation will be completed, and you will be able to open the app
directly from the “OPEN” button.
5. Once the installation is completed, the Latch icon will appear on the home screen of your
device, so that you will be able to access the app whenever you wish.
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Image 04: Opening Latch

Image 05: Latch icon

2.2 Creating a Latch user account
Once the application is installed, you must firstly open it from your smartphone. On the Latch’s
home screen, the logo and some indicative messages will appear. You can basically perform two
actions:
•

By tapping on “Register”, you will access the Latch register, where you will have to introduce the
required information to create a new account.

•

By tapping on “Sign in”, you will directly sign in if you have an account.

Images 06, 07 and 08: Latch home screen
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By tapping on “Register”, a registration form is displayed on the application, so that you will be able
to create a Latch account. For this purpose, you must introduce your name, a valid e-mail address
and a password. Moreover, you must check the verification box in order to confirm that you have
read and agree the User License Agreement and the Privacy Policy. You can read them by tapping on
their corresponding buttons below. Afterwards, tap on “Send”.

Image 09: Screen where you must enter your name, e-mail address and password for your Latch account

After having entered that information, a confirmation link will arrive to the e-mail address previously
provided. You must tap on it to activate your Latch account:

Image 10: E-mail including the link to be tapped on to activate your Latch account

Once this action performed, your Latch account will be ready to use, so you will be able to access the
app to protect your digital accounts.

2.3 Accessing Latch
Once you have your account, access the application by tapping on “Sign in”. A new screen will be
displayed, where you will have to enter the e-mail address and password you used to create your
Latch account. When done, tap on “Sign in”.
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Image 11: Screen where you must enter your email and
password after having created your Latch account

Image 12: Latch home screen without any account paired

This screen will also display the text “Forgot your password?”, through which you can reset your
password by tapping on “Reset” if you don't remember it. You will see the link “New account” as
well, through which you will access the form previously mentioned. Over this process, Latch will send
a message to the e-mail address provided.
In case your device includes biometric verification, on the following screen Latch will ask if you wish
to enable it in order to access the app through this identification method. To this end, tap on
“Enable”. If you don’t wish to activate it for the time being, tap on “No, thanks”. You can enable or
disable the biometric verification at any time from “Settings”.

Image 13: Screen where you can enable the biometric
verification on Latch (TouchID)

Image 14: Screen where you can enable the biometric
verification on Latch (FaceID)
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Once you have signed in to your Latch account, Latch’s home screen will be displayed. A “Menu”
with several settings and information options on Latch can be found at the bottom. In the middle,
you will see those accounts and services that you have paired with Latch. The first time you access
the app, there will be nothing.
In the following example a Nevele Bank account is going to be created in order to pair it with Latch. If
you have already one, you can skip this step.

2.4 Creating a Nevele Bank account
To create a digital account for the made-up bank “Nevele Bank”, you must access the website
https://nevele.elevenpaths.com/. Once there, at the bottom of the page you will see a form to sign
in to Nevele Bank. On the same place you will find the link “Register” as well, tap on it to create your
account.

Image 15: Nevele Bank home page. The arrow points the registration link

Once you are at the registration page, you must enter your name, an e-mail address and a password
of 6 characters at least. Then, tap on “REGISTER”. The e-mail here provided is not required to be the
same as the one you used to create your Latch account. In this example, a fictitious user called
“Antonio García Cepeda” will create a digital account on Nevele Bank.
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Image 16: A fictitious user creates a new account on Nevele Bank

Once the account has been created, the services that can be provided will be shown. In this case
they are the password change option and the Latch service configuration, through the link “Latch
Service”.

Image 17: Latch service access from Nevele Bank

2020 © Telefónica Cybersecurity & Cloud Tech S.L. All Rights Reserved.

Page 10 of 70

Latch User Guide
with Nevele Bank and Dropbox service protection
V.8.4 – November 2020

3 PAIRING A DIGITAL ACCOUNT WITH LATCH
3.1 Step-by-step process for pairing an account with Latch
To integrate Latch with a service provider such as Nevele Bank, a number of well-defined steps must
be followed. These steps are described below, and you must follow them every time you have to
perform a pairing with any service provider. Steps 1 and 2 only need to be performed the first time,
since they will be valid for other service providers as well:
1.
2.
3.
4.
5.

Install Latch app on your mobile device.
Create a Latch user account.
Access Latch using the data of the account mentioned above.
Create an illustrative account on Nevele Bank (if you don’t have one yet).
Pair Latch with the Nevele Bank account that you have just created. This process must be
performed only once per account.

Once the account has been paired, you can interact with it and lock or unlock it, as well as to
perform several operations, such as:
1.
1.
2.
3.
4.
5.
6.

Locking or unlocking completely the account.
Locking or unlocking those operations included in the account.
“Schedule lock” for operations on the account.
Adding a new security layer with “One-time password”.
Setting up “Autolock by time” and "Autolock by use" on the account.
Using “Inherited lock” for operations on the account.
Unpairing the Latch’s account.

3.2 Pairing Nevele Bank with Latch
Once you have both your Latch and Nevele Bank accounts, the final step consists in pairing them.

3.2.1 Accessing the pairing page
You must access your account on Nevele Bank. If you have just created it, the session will be active
(as you can see on the previous image). In such a case you only must tap on the link “Latch Service”
to access the next page, which is shown on Image 18.
If you have not accessed your Nevele Bank account yet, you must go ahead with it through the form
placed at the bottom-left of the home page.
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Image 18: Nevele Bank account access

After having entered the username and password for your Nevele Bank account, a page showing the
operations that can be performed on Nevele Bank will be displayed. To access the Latch service, you
must tap on the name placed at the upper-right part of the page (the name you had entered when
you created the Nevele Bank account). In this example, the name is “Antonio García Cepeda”. You
can access by tapping on the banner placed below as well, specifically on: “Latch your account now!”.

Image 19: Account view after having accessed
2020 © Telefónica Cybersecurity & Cloud Tech S.L. All Rights Reserved.

Page 12 of 70

Latch User Guide
with Nevele Bank and Dropbox service protection
V.8.4 – November 2020

Once you have tapped on the fictitious username, the Latch service’s access page on Nevele Bank
will be displayed, as it was shown on Image 17. From this page, you must tap on “Latch Service”.

Image 20: Latch service access from Nevele Bank.

After having tapped on “Latch Service”, a new page including a brief description on Latch will appear,
along with a text box where you will have to introduce the “Pairing token”. This token is a pairing
code generated by Latch.

Image 21: Access to the page where you will enter the pairing token generated by Latch
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3.2.2 Generating the pairing code
The pairing code is just a set of characters randomly created. In Latch, the pairing code is composed
of 6 characters that can be numbers or letters, both upper case or lower-case letters. In this way, the
next step is generating through Latch the code requested by the webpage, as it can be seen in the
previous image.
To do this, tap on “Add Latch” in the middle of the mobile device screen. After having tapped on it, a
new screen will appear (see Image 23) from which you will be able to access the window where the
pairing code is generated by tapping on “Generate new code”.
After having tapped on “Generate new code”, a number of characters will appear on a new screen
(see Image 24), along with a 2-minute countdown timer. These characters are the pairing code itself,
so you must introduce them in the text box from the webpage previously shown.
Characters must be introduced in exactly the same way they appear on the mobile device, so
respecting upper case or lower-case letters.

Image 22: Home page, where a new
Latch account can be added

Image 23: Screen where the pairing
code is generated

Image 24: Example of pairing code
generated

Image 25: Nevele Bank webpage, where you must introduce the pairing code generated by Latch

It may happen that you introduce a wrong pairing code. In the following image you can see the error
message shown by the Nevele Bank page. This can occur, for example, if you enter the last letter “h”
in lower case instead of upper case.
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Image 26: Nevele Bank page showing the error message (in case you had entered a wrong pairing code)

If the pairing code is correctly entered, the webpage will indicate it through a message, and on the
smartphone a notification indicating that the account has been paired will immediately appear.

Image 27: Message indicating the
account that has been paired

Image 28: Nevele Bank webpage indicating that the account has been
successfully paired

From the previous screen, you can access the list of the paired accounts by tapping on “Set up later”,
placed at the lower part of the screen. In that way, a new window containing all the paired accounts
will appear, among which you will find the Nevele Bank one.
This window is the main window of Latch and is divided into 3 parts:
•

On the upper part there is a slider control with the Latch logo, together with the text “Slide to
lock all”. By tapping on that control and sliding it to the right, all the accounts placed under it will
be locked and will remain disabled until the control is slid again to the left.

•

Then, the list of paired accounts will appear. Each paired account includes an icon, the name of
such account and a slide control that will allow you to lock or unlock the account.

•

Finally, at the bottom you will see a button previously mentioned, the one that gives access to
the screen where the pairing code is generated: “Add Latch”.
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Image 29: Nevele Bank as the only
paired service

Image 30: Nevele Bank with more
paired services

Image 31: Operations available for the
Nevele Bank account

By tapping on the account name, you will access the operations available for the account, and
manage them, as explained in the following page: “Latch use examples”.
As you can see on Image 31, the Nevele Bank account includes 4 operations: “Login”, "Latch Unpair",
"Transfers" and "Credit Cards". Such operations may in turn include more operations, thus creating a
tree of nested operations.
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4 LATCH USE EXAMPLES
Once the Nevele Bank account is paired with Latch, you will be able to lock such account so that its
access is limited to your needs.
A few examples will be shown below, where you will see how Latch allows you to lock your Nevele
Bank account or operations for everyone, and unlock them when you need to use them.

4.1 1st example: Locking the entire account
In this first example, you will completely lock your Nevele Bank account from Latch, so you will see
that you cannot access it from the Internet without previously having unlocked it from Latch.
To show this example, you must tap on the grey slide control placed on the right of the Nevele Bank
account’s name from your mobile device (Image 32). When done, the slide control will become blue
(Image 33), indicating that the Nevele Bank account is completely locked. In this way, you cannot
access it from the Internet; neither perform the internal operations that have been included (in this
case: “Login”, "Latch Unpair", "Transfers" and Credit Cards”, previously shown on Image 31).

Image 32: Nevele Bank account unlocked

Image 33: Nevele Bank account locked

Once the Nevele Bank account is locked, you should verify that it cannot be accessed. To do this, you
must go to the Nevele Bank’s home page (http://nevele.elevenpaths.com), and attempt to access by
entering your name and password on the registration form, as previously shown on Image 16.
In the following images you can see:
•

The locking performed over your Nevele Bank account from your mobile device.

•

The website form where you will have to enter your user and password in order to access the
account.
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Image 34: Nevele Bank locking by
Latch

Image 35: Access attempt to the Nevele Bank account

The result will be that Nevele Bank will not allow access through the Internet. Consequently, the
webpage will show a message indicating that it cannot be accessed. Furthermore, you will receive a
message on your mobile device notifying that an unauthorized access to your Nevele Bank account
has been attempted.

Image 36: Notification of unauthorized
access attempt to Nevele Bank

Image 37: Message indicating that the Nevele Bank account cannot be
accessed
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If you wish to access your account, you must unlock it from Latch. To do so, tap on the button (that
now is green) placed on the right side of the account name. You can also tap directly on “Unlock
service”, that appears on the notification screen of the smartphone (Image 36). Once the account
has been unlocked, you must access Nevele Bank again indicating your username and password, as
you did before.
The result will be that now you can access your account and perform the operations you wish.

)

Image 38: Unlocking Nevele Bank
with Latch

Image 39: Nevele Bank appearance when it is correctly accessed by the user
“Antonio García Cepeda”

4.2 2nd example: Locking some operations of the account
In this second example, you will lock some operations of your Nevele Bank account from Latch, so
that such operations will not be able to be accessed from the Internet unless they are previously
unlocked from Latch.
From the mobile application, you can see that the Nevele Bank account includes nested operations.
To check them you must simply tap on the account’s name (Image 40), and a new screen with
several options will appear (Image 41):
•

A button on the upper left part of the application that shows the name of Nevele Bank. From this
button you can go back to the screen showing the list of paired accounts.

•

The "Slide to lock all" control previously mentioned.

•

A list with the available operations. In this case there are 4 operations: “Login”, "Latch Unpair",
"Transfers" and “Credit Cards”, each one of these can be locked or unlocked by Latch, thanks to
the control placed on the right. Each one of these operations can in turn include others, which
will have the same structure.

At this stage, tap on the operation “Transfers” to access its content. In the new window that will
appear you will see that the operation includes in turn two more operations: “InternationalTransfer”
and “LocalTransfer” (Image 42). These operations are the same ones that will appear on the website
when you access your account, as shown on Image 44.
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Image 40: Access to the operations
available on Nevele Bank

Image 41: List of operations for the
Nevele Bank account

Image 42: Operations included in
“Transfers”

In this example “LocalTransfer” will be locked, so that you will not be able to perform this type of
transfer. The difference is that the account is not completely locked, but only the selected operation.
The process is the same as the one described in the previous example, and the steps to be followed
are similar:
1. You must lock the operation “LocalTransfer” by tapping on the control placed on the right
side of the operation.
2. Attempt to perform a local transfer from the appropriate Nevele Bank webpage:
https://nevele.elevenpaths.com/localTransfer. This webpage can be accessed through the
link “Local” placed under “Operations”, that appears when you access the Nevele Bank
webpage.

Image 43: Locking Nevele Bank
local transfers

Image 44: Access to local transfers from the Nevele Bank webpage
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Once you access the webpage and the operation “LocalTransfer” has been locked by Latch, you must
attempt to make a transfer. At first, it will seem that it is possible.

Image 45: Starting an example case of transfer locked by Latch

When you tap on “TRANSFER”, Nevele Bank will indicate that the transfer cannot be made because it
has been locked by Latch. As in the previous example, you will receive a notification on your
smartphone indicating that there has been an access attempt to a locked operation.

Image 46: Access attempt to
“LocalTransfer”

Image 47: Nevele Bank indicates that it is not possible to perform the operation,
since it has been locked by Latch

As in the previous example, you must unlock the operation from Latch to make the transfer and,
when done, attempt to make the transfer again. You have three options to unlock the operation:
1. Tap on the button “Unlock service” that appears on the notification.
2. Access the locked operation following the steps mentioned above and tap on the
appropriate button.
3. Go to the operation details and slide the control to the right. Following this, the operation
status will automatically change, and it will appear as such in the previous views.
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Image 48: Unlocking the operation
from the notification

Image 49: Unlocking the operation
from its name

Image 50: Unlocking the operation
from its detail view

After any of these actions, you will be able to make the transfer, since you have unlocked the
operation at the required time.

Image 51: Transfer successfully made once unlocked from Latch.

4.3 3rd example: “Scheduled lock” activation
It must be stressed that this option may not be available for some services or operations when the
option “Autolock by service” is required (see Image 76).
In this example, you will perform a “Schedule lock” for the “LocalTransfer” operation of your Nevele
Bank account from Latch. Due to this action, it will not be possible to access that operation outside
the hours you have scheduled.
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This example will start with the same situation as before, from an account’s operation. Therefore,
you must tap on “LocalTransfer”, and access the operation’s detail view (Image 53), where you will
be able to set up other related options, one of them: “Schedule lock”.

Image 52: Access to “LocalTransfer” options

Image 53: Detail view of the available options for
“LocalTransfer”

To activate the “Scheduled lock” you should tap on the grey control, so the “Schedule lock” section
located at the bottom of the screen will be displayed (Image 53).
On this section, a bar including a circle on each side is displayed. Each circle includes the image of a
lock inside. The open-lock circle indicates the time from which the operation will be unlocked, and
the close-lock circle indicates the time from which the operation will be locked.
These circles are slider controls that you can move from left to right to set the time when the
operation will be locked. The period when the locking has been set can be seen on the bar itself, in a
darker color. The period when the operation is unlocked will remain unmarked. These controls can
be slid by overlapping one over the other in order to set several schedules (Images 54 and 55).
You can also see the schedule under the text “Schedule lock”. This schedule will change as you slide
the controls, so matching the selected time period.
The operation status can simultaneously change (“locked” or “unlocked”) depending on whether the
current time has been included within the selected time period or not. You can see this through the
slider control status, placed in the upper part of the screen.

2020 © Telefónica Cybersecurity & Cloud Tech S.L. All Rights Reserved.

Page 23 of 70

Latch User Guide
with Nevele Bank and Dropbox service protection
V.8.4 – November 2020

4

Image 54: Locked from 12h to 24h.
Current status: locked

Image 55: Locked from 19h to 7h.
Current status: unlocked

Image 56: Clock icon on the operation
with "Scheduled lock”

When setting a "Scheduled lock", the operation will show a clock icon on its button. The status of
that button will indicate if the operation is locked or unlocked at the time, depending on the time
you have set up for the locking.
You can disable the "Scheduled lock" by tapping on the button placed next to the text "Schedule
lock", that will switch to “OFF”. In case of disabling, it will be saved the last schedule that was set up.
Such schedule will be active when you enable again the "Scheduled lock".
If you attempt to access the operation over unauthorized hours, the website will indicate that the
operation is locked by Latch. Moreover, you will receive a notification similar to that one showed on
Image 48.

Image 57: Operation locked from
12h to 24h

Image 58: Transfer locked because it was attempted over unauthorized hours
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Image 59: Operation locked from
24h to 12h

Image 60: Transfer made over authorized hours

4.4 4th example: Second authentication factor activation
This option may not be available for some services or operations, even though Nevele Bank does
support it.
In this example, you will set from Latch a new security factor for one operation of your Nevele Bank
account. Such new factor consists in the webpage request for a password just sent to your Latch
account. If you do not enter such password on the webpage, you will not be able to perform the
operation.

Image 61: Access to “LocalTransfer”
detail view

Image 62: “One-time password” is OFF
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This example will start with the same situation as before, from an account’s operation (such as
“LocalTransfer”). Therefore, you must tap on the operation name to access the detail view, where
you will be able to set up other related options, one of them: “One-time password”, placed at the
bottom.
To enable the “One-time password” you must tap on the button highlighted on Image 62. As you will
see, in addition to changing the slider control status, it will also appear a button with the text
“Resend password” below “One-time password”. Through this action you will have enabled the “Onetime password”, so you will receive a password if you attempt to perform an operation such as
“International Transfer” from the Nevele Bank website.
To check this, access the Nevele Bank website and attempt to make a “Local” transfer. At first, it will
seem that it is possible.

Image 64: Starting an example case of transfer that will request a “One-time password”

By tapping on “TRANSFER” a new screen requesting a one-time password is displayed. You must
have received such password on your smartphone.

Image 65: Latch notification

Image 66: Nevele Bank password request
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To access the password received on your mobile device, you have two options:
1. Display all the current notifications of your mobile phone and select the Latch’s one (Image
67).
2. From Latch, tap on “Resend password”, at the bottom of the screen (Image 68).
Either of the two options will show the password, as you can see on Image 69.

Image 67: Several notifications, among
which there is the Latch’s one

Image 68: Password access through
Latch, by tapping on “Resend
password”

Image 69: “One-time password”
generated

Once you have received the notification on your mobile device, you must enter the password
included in the notification on the webpage textbox, as you can see in the following image:

Image 70: Entering the password received by Latch
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After having tapped on “CONFIRM”, Nevele Bank will check if the password entered is exactly the
same as the one sent to Latch. If this is the case, Nevele Bank will accept the operation, and the
result will be the following one:

Image 71: Result of having entered the right pairing code

If you did not enter the password correctly, Nevele Bank will show a warning message. In the
following image you can see how the user has introduced the first letter in lower case, so Nevele
Bank requests the password again. Nevele Bank allows three password attempts, but after these
three chances the operation is temporarily locked:

Image 72: Result of having entered the wrong password

Note that to receive the one-time password on your mobile device, you must be logged into your
Latch account. It is not necessary (although it is recommended) to run the app in the foreground. If
you are not logged into Latch, you will not receive the one-time password. In such a case, you will
need to log into Latch and tap on “Resend password” (Image 68) to receive the password again.
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4.5 5th example: “Autolock by time” and “Autolock by use”
4.5.1 Autolock by time
In this example you will set an “Autolock by time” from Latch. The functionality of this option is really
simple: the account or operation will be automatically locked after a period of time that you will
have previously set, so you will not need to lock it manually.
This functionality is useful in case you forget to lock the account or operation after having finished
your activities on the Nevele Bank webpage. Thanks to “Autolock by time”, Latch will be able to
perform an automatic lock to avoid potential intrusions or actions.

Image 73: Access to Settings

Image 74: Setting up the “Autolock by
time”

Image 75: “Autolock by time” set in 5
minutes

In this example, the “Autolock by time” will be set up for the “LocalTransfer” operation. To do so, you
must go to the "Autolock by time" section (Image 74) included under "Settings" of the Latch "Menu"
(Image 73). On this screen the "Autolock by time" duration can be set. This duration will be the same
for all of the services working with the "Autolock by time".
Once the duration has been set up, you can enable or disable the "Autolock by time" from the details
screen of the "LocalTransfer" operation (Image 75). When “Autolock by time” is enabled, Latch
considers the moment when you access the operation ("LocalTransfer" in this case) to automatically
lock the operation after the time previously set up. This option makes sense if the account is usually
locked and you only unlock it at a given moment.
The “Autolock by time” configuration will remain until you manually disable it.

4.5.2 Autolock by use
This option may not be available for some services or operations, although in this case it is available
for Nevele Bank.
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“Autolock by use” means that, once you have accessed your service or operation, Latch closes it
again automatically. It is similar to "Autolock by time" but with a 0-second duration. The advantage is
that is that your service or operation is available only when you have unlocked it manually.
When available, "Autolock by use" can be compulsory or optional. If it is set up as compulsory, you
will not be able to manage it and the service or operation will be automatically locked once you have
accessed it. In this case, the "Schedule lock" option will disappear from the detail view, since the
nature of "Autolock by use" makes the "Schedule lock" option impossible.
When it is optional and you are who decide whether or not to use "Autolock by use", the new option
will appear between "Autolock by time" and "Schedule lock" (image 7/).

Image 76: "Autolock by use" set up as
compulsory

Image 77: "Autolock by use" set up as
optional for “LocalTransfer”

Image 78: Autolocks unlocked by the
“Schedule lock” option

It is important to point out that neither “Autolock by time” nor "Autolock by use" can be used
together with the “Scheduled lock” previously seen. Therefore, it is not possible to set up a
“Scheduled lock” simultaneously with any of the autolocks.

4.6 6th example: Inherited lock for operations on the account
In this example, you will lock from Latch an operation having in turn internal operations.
When you lock an operation having in turn internal operations, all these will be “locked” as well,
regardless of their previous status. If you lock the whole account, all its internal operations will be
locked as well.
This example will start from Nevele Bank’s internal operations, in particular from “Transfers”
(image 79). After having accessed the internal operations you must drag the slider control to lock all
the available transfers (image 80).
Once you have dragged this slider control, both internal operations “LocalTransfer” and
“InternationalTransfer” will be locked, although the status of the slider control placed on the right
side of each operation will keep its previous status (image 81).
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Image 79: Access to “Transfers” details

Image 80: Slider control to “Lock all”

Image 81: Lock of all the “Transfers”
operations

As you can observe after having read this text, the “Total lock” mode involves that all the details set
up for each operation are not the valid at the moment. This means that, even if an a “Scheduled
lock” or an “Autolock by time” were set up for the operations “LocalTransfer” or
“InternationalTransfer”, they would not be considered, since the “Total lock” will prevail over them.
Moreover, you will not be able to access any of these operations independently, since they will be
disabled until you disable the “Total lock” mode.
If you unable the "Total lock", all status ("locked” or “unlocked”) and characteristics of each affected
operation (“Autolock by time”, "Autolock by use", “Scheduled lock”, “One-time password”) will return
to their previous status.

4.7 7th example: Unpairing the account
Unpairing an account involves that the protection provided by Latch to such account is lost. This is a
critical operation, since by losing this protection the account will always be available for potential
intrusions. Due to this, many services (including Nevele Bank), have added an operation on the app
allowing to lock and unlock the account unpairing; thus, preventing a potential intruder from
unpairing your account and causing the loss of the protection provided by Latch.
Over this last example, you will lock the unpairing of your account from the app through the “Latch
Unpair” operation (see image 82), and then you will try to perform the unpairing process. You can do
this from the same section as the pairing, by tapping on the user name at the top right of the screen,
and then on the link “Latch Service”.
When done, a new page will be displayed indicating that you are paired with Latch, with your Latch
identifier and a button including the text “UNPAIR YOUR ACCOUNT”, that you must tap on to unpair
the account (see Image 83).
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Image 82: Locking Latch
unpairing of the Nevele account

Image 83: Account unpairing attempt

After having tapped on that button, you will receive a notification indicating that there has been an
access attempt to a locked operation, and a message will be displayed on the webpage indicating
that the operation is locked.

Image 84: Notification on an
account unpairing attempt

Image 85: Message indicating that the operation is locked

If you are sure that you wish to unpair your Nevele Bank account, you must unlock this operation
and then tap on the button "UNPAIR YOUR ACCOUNT".
 NOTE THAT when you perform an unpairing, you lose all the settings that you had set through
Latch.
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Following this, you will receive a notification indicating that the account has been unpaired (image
86) and Nevele Bank will be deleted from the paired accounts’ list (image 87). Consequently, the
welcome message previously shown will appear again if you do not have any other paired account
(image 88).

Image 86: Notification indicating that
the Nevele Bank account has been
unpaired

Image 87: Latch view once the Nevele
Bank account has been unpaired (with
other paired accounts)

Image 88: Latch view when the account
has been unpaired (without any other
paired account)

WHEN THE UNPAIRING PROCESS HAS BEEN COMPLETED, YOU CAN ACCESS YOUR ACCOUNTS AND
PERFORM OPERATIONS, EXACTLY IN THE SAME WAY YOU DID IT BEFORE PAIRING YOUR ACCOUNT
LATCH, BUT WITH THE DISADVANTAGE THAT YOU WILL HAVE LOST THE ADDITIONAL SECURITY
LAYER PROVIDED BY LATCH.
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5 SERVICE PROVIDER ACTIONS
The service provider is responsible for offering services to users, as well as for setting up Latch and
some of its features, such as the additional security system for the service. It is the service provider
who indicates whether the second security factor is supported or not, whether internal operations
are available, or the service allows to use “Autolock by use”.

5.1 Locking and unlocking by the service provider
The service provider can lock or unlock your operations in Latch, in the same way that we would do it
from our mobile device.
This option is useful for many different situations, for example if you need to access a locked service
and you cannot unlock it from your Latch account through your phone due to several reasons (loss,
damage, theft, etc.), if the provider is performing maintenance on the service servers, if you need to
keep locked an operation that you know is unlocked, etc.
In any of these cases you can contact the service provider to request them to unlock or lock it.
You can easily identify the actions performed by service providers because they appear in orange on
the mobile application.

Image 89: Notification indicating that the service provider
has made any change on the account latches

Image 90: Actions performed by the service provider are
highlighted in orange. The information mark indicates that
the service provider has modified a Nevele Bank operation.

You will be able to lock and unlock your services and operations at any time, as usual. In such a case,
the orange notices will disappear, since they just indicate that the service provider has modified any
latch of the service.
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5.2 Disabling and restoring the service
It may occur that the service provider has temporarily disabled Latch protection. This situation may
arise at any time: just as you have performed the pairing, or when the service has already been
paired and is fully operational.
In any case, you will receive a notification on your mobile device advising you to contact your service
provider to provide them with a code (this code appears on the notification itself). The service
provider’s contact details were provided in due course and appear at the bottom of the notification.
When Latch is disabled the service and its operations are unlocked, so losing the additional security
layer provided by Latch. Consequently, it will appear within the services list in a clearer tone.
If the service is later re-enabled, you will receive a notification of the new situation. After having
restored the service, the configuration set up for each operation (Autolocks, scheduled locks, onetime passwords, etc.) is restored.

Image 91: Example – Notification of
disabled service while it was fully
operational

Image 92: Clearer tone and disabled
service unlocking
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6 LATCH OPTIONS AND CUSTOMIZATION
6.1 Renaming and reordering services and operations
You can change the name of services and operations on your mobile device in two different ways:
through the service or operation detail view, where you must tap on the service or operation name
(that appears at the top) and rename it. This change only affects the service or operation within
Latch app itself. If you pair the service with Latch again in the future, such service and its operations
will appear with their original names.

Image 94: Renaming the operation Transfers with "Bank
Transfers”

Image 95: Reordering operations. Credit Cards goes to the
first place

You can modify services’ or operations’ order within a list and place them where you wish. To this
end, you just have to tap on such service or operation and then move it up or down (see Image 95).

6.2 Contextual options of services and operations
These options are differently accessed depending on the platform used:
•

On BlackBerry these options can be accessed by tapping on a service or operation for a few
seconds.

•

On Windows Phone they are accessed by sliding a service or operation to the right.

•

On iOS and Android they are accessed by tapping on the three vertical dots menu placed on
the left side of the service or operation’s name.

Available options depend on whether you are accessing from a service or from an operation. If you
are accessing from a service, options also vary depending on whether such service includes
operations or not. There are two available options: Rename and Move to folder.
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Image 96: Contextual options of Nevele Bank service on
Android

Image 97: Contextual options of Nevele Bank service on
iOS

6.2.1 Rename
It is another way to rename services operations and it is available for both Android and iOS. In case
you choose a very long name, you will see three dots at the end. You must always include any text in
the blank, otherwise the original name will be displayed.

Image 98: Accessing "Rename" option

Image 99: Renaming the service with "Nevele Bank"
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6.2.2

Move to folder

Only available for services and TOTPS (not for operations), this option allows you to move services to
folders or to create folders. The purpose is that users have all their services organized at their
discretion. Its functioning is similar to files and directories’ one. You cannot create folders within
folders.

Image 100: Accessing the option "Move
to folder"

Image 101: Creating the folder "Banking
Institutions"

Image 102: "Nevele Bank" already
included in the folder "Banking
Institutions", together with the service
"Cajamar Bank"

6.3 Silence
Available for both operations and services. When it is active, a crossed-out bell icon will appear
under the name. This option prevents notifications related to that service or operation, such as
"Access attempt" or "Accessed service", from being received.

Image 103: Access to "Silence" option
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6.4 Log
Available for both services without operations and operations (as long as they do not include in turn
internal operations). This option displays a history of the events performed for that service or
operations as well as the total number of operations.
To display it, from the contextual menu of the service or operation, particularly under the “Record”
section, we will tap on “Log history” and access to the whole statistical information within the
selected period.
The Log window may be divided into two different parts:
•

On upper part there is a button allowing to set up the time range. On the upper-right corner
there is another button to filter the events to be included in the log history. By default, all the
events of the current day are displayed. Each event is identified by an icon and a color.

•

On the central part there is a history including each of the events, in addition to the date and
time when they were performed.

Image 105: Access to the Log history of
the operation InternationalTransfer
from the contextual menu

Image 106: Log history buttons, event
history from 10/11/2018 to
10/12/2018

Image 107: Available events. They are
accessible from the filter button

6.5 Latch settings
The “Config” dashboard mainly includes Latch settings options, several help options and the section
“About Latch”, that contains all the legal information of the product. Furthermore, on this dashboard
you can view the username used to access Latch and the sign out option. In case you sign out, you
will need to enter your username and password if you wish to sign in again.
You can access this dashboard from several Latch screens, always through the button placed on
lower-right corner.
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Image 108: “Config”dashboard

Image 109: Access from home page

Image 110: Access from paired
accounts

Options available from “Config” dashboard are:
•

Account settings: In the following image you can see two sections completely defined, that are
described below:

Image 111: Available options from “Account settings”

➢ Settings: this section is divided into 3 subsections:
1. Notification sounds: by enabling this option, notifications received from Latch will sound
when your mobile device is locked. In case your mobile device is unlocked, you will receive
notifications as well, but with no sound. These notifications may be any of the notification
types previously seen.
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2. Report access to unlocked services: by enabling this option you will receive a notification
when a service paired with Latch is accessed. This may be the access to the account itself or
to an internal operation. On that notification a warning icon will be displayed under the
service logo, as well as a button to lock it.
Thanks to this option you will be able to learn at any time those services that are being
accessed, as well as to lock them at any moment.

Image 112: "InternationalTransfer” operation unlocked

Image 113: Notification received when accessing Nevele
Bank while the operation is unlocked

6. Biometric ID: this option will only be displayed if your device allows any type of biometric
identification. Both to enable or disable it, biometric authentication will be requested.
➢ Security and password: this section is divided into 4 subsections:
7. Ask for password: through this option you can set up how often Latch will request your
username and password to access. Thanks to this you may add an additional security layer to
access your account.
The by-default value is “Never”. This is why when you access Latch for the first time you do
not need to enter your username and password again, unless you purposely tap on “Sign
out” (Image 108). Moreover, if biometric authentication is enabled, such value will be added
and the option “Ask for password” will be disabled.
In case you select the option “Always” (Image 114), you must enter your password every
time you access Latch (Image 115).
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Image 114: Option for Latch always to
request the password

Image 115: Password request after having
selected “Always”

8. Autolock time: this option was previously shown in the 5th example. It allows you to set the
time of “Autolock by time” for all the services (Image 74).
9. Session management: you can view on which devices you have an ongoing session with your
Latch account (see Image 116). On the upper part you will see the information about the
current mobile device, including operating system and type of device. Then, a list of the
devices where your session is currently active will appear, because a user has logged in or
because you did not sign out of those devices.

Image 116: "Session management"
screen

Image 117: Notification reporting that
we are logged in a new device
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This list also shows the operating system and the type of device where we logged in, as well
as their last use. You can remotely sign out of each of those listed devices just by using the
“Sign out” button.
In case you log in to a new device, you will receive a notification describing the
specifications of the device detected (see Image 117)
10. Change password: from this screen you may change your password to access Latch. This
password is the same that you had chosen when you created your account. In order to
change your password, you must enter the e-mail account used to access Latch, where you
will in turn receive instructions regarding the steps to be followed (see Image 118).
Once you have changed your password, you will be signed out of ALL your mobile devices
and you will need to enter your credentials again to log in.
•

About Latch: It displays a summary on Latch functionality. You may access all the legal
information on the product as well: User License Agreement, Third-Party Licenses and Privacy
Policy. Moreover, on the bottom you may see the product version and copyright (see Image
119).

•

Help: it includes two buttons intended to solve any doubt related to Latch: “See Frequently
Asked Questions” and “Contact us” (see Image 120).
You will find the answer for almost all your questions related to Latch on the Latch website,
specifically on the “Help” section (see Image 121). You can access this section from the app, by
tapping on “See Frequently Asked Questions” (see Image 120). In case this section does not answer
your questions, you may directly contact Telefónica Digital España via e-mail to send your queries by
tapping on the second button “Contact us”. In the same e-mail you may send your suggestions and
opinions about the product as well.

Image 119: “About Latch” screen

Image 120: “Help” screen
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7 CUSTOMIZING ACCESS ENVIRONMENTS
CREATING NEVELE BANK INSTANCES

AND

There are two functionalities in Nevele Bank aimed to increase Latch versatility. With them you will
be able to protect your accesses from determined environments, as well as instances of certain
elements.

7.1 Customizing access environments
All users usually use their own devices (desktop computers, smartphones, tablets, etc.) that include
one or several browsers (Internet Explorer, Mozilla Firefox, Google Chrome, Opera, Safari,
Konqueror, etc.) to access their own digital accounts (bank, e-mail, social networks, etc.)
The concept of "access environments" along this User Guide refers to the indivisible couple
"device-browser"
The idea of customizing access environments is to identify each of them to be able to lock and unlock
them in the same manner we may do with services and operations.
Nevele Bank allows you to identify each of your access environments. For this purpose, it is
necessary to be paired with Nevele Bank.
To customize an access to Nevele Bank you just need to log in with a specific browser (Opera in this
case). On the floating window "New device detected" that will appear once you have logged in, you
must choose a descriptive name for that access ("Access Opera" in this example) and tap on "Trust
Device".

Image 122: Creating a customized "access environment" through "Opera"
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Once this has been done, the new internal operation "Access Opera" will appear within the Nevele
Bank "Login" operation. In this window you will also see the "Unknown Devices" operation, used to
lock the Nevele Bank access from any access environment different from those previously set up.

Image 123: Access to "Login" internal operations

Image 124: New access created

From that moment you can lock the access to Nevele Bank from any computer except from that one
where you have created this access, provided that you access from Opera browser. This allows you
to protect even more your access, since you are the only person who knows and has the necessary
computer and browser to access.

Image 125: Locking access to Nevele
from all devices except from Opera
browser on the computer where you
created the access

Image 126: Nevele message after having
attempted to access from Internet Explorer
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Conversely, access from Opera browser on the same computer where such access was created is
allowed (see Image 129).

Image 128: Allowed access from Opera

Image 129: Successful access to Nevele Bank from Opera

Once you have created all the access environments that you wish, you can delete them from the
section "Explore your devices". You can access this section by tapping on your Nevele Bank username
at the top, and then on the drop-down menu "Protect your account" (see Image 130).
It will be displayed a table with the name of all the environments you have created, as well as the
date and time of the last use and a button to delete that environment (see Image 131). Once you
delete an environment, this one will disappear from Latch app.

Image 130: Access to the access environments created

Image 131: Table showing the access environments created
and their characteristics
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7.2 Creating instances
Instances are similar to “customized operations”. They make each Nevele Bank account unique
regarding the operations it protects. The concept of instance may be extrapolated to bank’s credit
cards: “each bank user has a certain number of cards, each one being different from the rest”.
Nevele Bank provides the possibility of creating your own credit cards and that these ones appear on
Latch in the same manner as a real bank could provide you with a number of credit cards for you to
protect them one by one.
To create an instance (credit card) in Nevele Bank you must tap on the Nevele Bank logo at the
upper-left corner. Then, within "Operations available" tap on "Credit Cards" and finally on "REQUEST
CARD".

Image 132: Creating a customized instance

Following these steps, a Nevele Bank credit card has been created and such card will appear on Latch
as a suboperation within "Credit Cards" (see Image 132). This suboperation has the following format:
"Card *XXXX", where XXXX are the last 4 card numbers (0221 in this case).

Image 133: Instance created

Image 134: Nevele Bank credit card
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Since that moment, you may check out the card status by just tapping on the "TEST PAYMENT"
button. Depending on whether the card is locked in the app or not a different message will be
displayed. In case the card is locked you will receive an access attempt notification.

Image 135: Card locked

Image 136: Message when the credit card is locked

Image 137: Locked card
notification

You may add as many instances (cards) as you wish, and all of them will appear on the app. You can
also remove them one by one by tapping on the "REMOVE" button.

Image 138: Instances created

Image 139: Nevele Bank credit cards
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8 SECOND AUTHENTICATION FACTOR: TOTP
TOTP stands for Time-based One-Time Passwords. They are similar to OTP or one-time passwords,
but in addition they have a limited time duration. After this time, the password is no longer valid.
Latch allows to include in its list of services those that support TOTPs as a second authentication
factor. They are for instance well-known services such as Gmail, Facebook or Dropbox.
These services can perfectly coexist with the paired services (such as Nevele Bank). However, Latch
only provides the necessary TOTP to access these services. Consequently, the remainder Latch
settings previously described along this guide are not available for such services.
For instance, those options detailed in section 4: “Total lock”, “Scheduled lock”, “Autolock by use”
and “Autolock by time” do not exist in TOTP services.
In contrast, “Rename” and “Move to folder” options (previously detailed in section 6) do exist, as
well as a new one: “Delete”.
Along this guide we are going to protect our Dropbox account by a TOTP that we will include in
Latch. TOTP protection of other services is quite similar regarding the general concept.
Consequently, the steps to be followed are essentially the same that are going to be shown in the
following pages.

8.1 Including the Dropbox TOTP in Latch
The first step is to access our Dropbox account, particularly the tab “Security” from the “Settings”
dashboard. On that tab you must enable the option “Two-step verification”, that by default will
appear as “Disabled”.

Image 140: Enabling two-step verification in Dropbox

After having enabled this type of verification, Dropbox will display a descriptive message explaining
what TOTP is. The “Get started” button allows to go ahead with the whole process that for security
reasons forces you to enter again your Dropbox access password.
This is a common behavior on those sites using TOTP. Precautions are strengthened to avoid
potential phishing attacks
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Image 141: General explanation about what two-step verification is

Image 142: Security verification of the user’s identity

Once Dropbox has verified user’s identity, you are requested on how you wish to receive security
codes (TOTP). Here you must choose to use a mobile app (by-default option), since we will use Latch
to access such security codes.
This is unknown and irrelevant for Dropbox. Dropbox just generates TOTP codes from time to time
(30 seconds) and is unconcerned about how the user obtains such codes

Image 143: Selecting the option “Use a mobile app” (Latch in our case) to receive the security codes
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In Dropbox (like in the main sites susceptible to be protected with TOTP) you can configure TOTP
authentication in two different ways: by entering a secret key or scanning a QR code.

Image 144: Configuring TOTP authentication

Latch follows this and allows to include the TOTP by the same two ways:

Image 145: Adding a new service in
Latch

Image 146 Specifying that the service
to be added is a TOTP one

Image 147: Selecting one of the two
authentication modes

After having selected any of the two authentication modes, verification is enabled so we will need a
TOTP to access Dropbox.
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8.1.1 Including the Dropbox TOTP in Latch through a secret key
In this case you must tap on “Enter manually” in the Latch app and then on the link “Enter your
secret key manually” in the Dropbox website.

Image 148: “Enter manually” option

Image 149: Selecting to enter the secret key manually

Following this, a key will appear on the website. You must enter this key in the Latch app. The values
“Service name” and “Account name” are customizable.

Image 150: Entering the secret key
manually

Image 151: Key display in Dropbox
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Once you have entered the secret key, you will receive a notification in your mobile device reporting
that the TOTP service has been successfully added. After closing this notification, you will see such
service within the list.

Image 152: Notification on a TOTP
added

Image 153: TOTP service added
together with other service

Image 154: TOTP code

When you tap on a service within the list, you will see its corresponding TOTP code at the upper-left
corner under the service name. A TOTP code is a 6-8 digits number. By tapping on the icon placed at
the TOTP right side, you will be copying the code to the clipboard. Furthermore, at the upper-right
corner there is a clock-shaped circle indicating the TOTP duration (see Image 154).
In theory, when the time is up the TOTP code becomes invalid. However, some services leave the
code valid for a few more seconds, since their duration is quite short. On Latch, when three-quarters
of the time have elapsed, both the code and the clock-shaped circle will be highlighted in red.
Once the TOTP has been added to Latch, you must tap on “Next” on the webpage (see Image 155).
When done, Dropbox will request for the TOTP in order to check out that the “two-step verification”
process has been correctly carried out.

Image 155: Entering the TOTP to check out that the two-step verification has been correctly configured
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When using TOTPs it is imperative that the date and time of your mobile device are correct. To
this end, you must configure them automatically on your device. If they have been manually
configured the process will not work.

Image 156: Invalid code because the time on the device was manually set up

Once the TOTP has been verified, Dropbox will display the last window where you must tap on the
button to enable two-step verification.

Image 157: Final message to enable two-step verification

8.1.2 Including the Dropbox TOTP in Latch through a QR code
This process is analogous to the previous one. In this case you must tap on “Scan QR code” on the
Latch app. Once done, an app intended to make photos will be launched and you will have to frame
the QR code from the webpage within the camera.

2020 © Telefónica Cybersecurity & Cloud Tech S.L. All Rights Reserved.

Page 54 of 70

Latch User Guide
with Nevele Bank and Dropbox service protection
V.8.4 – November 2020

Image 158: Accessing the mobile device’s
camera

Image 159: QR code to be scanned

When the QR has been correctly detected, a window to customize the username that is accessing
will be displayed (usuariolatch@gmail.com in this case). A notification will be then be showed.

Image 160: Floating window to customize user’s
information

Image 161: Notification on a TOTP created
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8.2 Using the Dropbox TOTP in Latch
To test the TOTP you must sign out of Dropbox and sign in again using your credentials as usual. The
difference will be that once you have correctly entered your credentials Dropbox will request for the
TOTP code:

Image 162: TOTP generated

Image 163: Dropbox requesting for the TOTP

Once you have correctly entered the TOTP you will be able to access Dropbox (see image 164). In
case you enter an invalid code, Dropbox will display an error message.

Image 164: Dropbox successfully accessed once the valid TOTP has been entered

Image 165: Dropbox’s error message because an invalid TOTP has been entered
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8.3 TOTP options in Latch
The TOTP service includes a number of options within the contextual menu. Such options are the
same as those described in section “Contextual options of services and operations”, in addition to a
third one: “Delete” (see Image 167). The “Rename” option only concerns the service name.
Consequently, the text placed under the service name that corresponds to the account name cannot
be edited. The “Move to folder” option works as if you moved a service to a folder.

8.3.1 Deleting a TOTP
It is essential to disable previously the “two-step verification” from the website you are accessing to
(Dropbox in this case). Until you do not perform this action you should not delete the TOTP from
Latch under any circumstances.
If you do not disable the two-step verification before deleting the TOTP from Latch,
consequences are serious. This is because you will continue to need the TOTP to access the
website, but since you would have deleted from Latch the service that showed that TOTP, YOU
WILL NOT BE ABLE TO ACCESS SUCH SERVICE.
Therefore, it is imperative to disable previously the two-step verification in order to delete later
such service in Latch if you no longer wish it.
Given the importance of this process, before going ahead with the complete deletion of the TOTP
Latch warns you with an informative message about what is going to happen (see Image 168).
The service may be disabled from the same website where you enabled it. Therefore, you must
access your Dropbox account, specifically the tab “Security” from the “Settings” dashboard. On that
tab you must disable the option “Two-step verification”, that will appear as “Enabled”.

Image 166: Disabling two-step verification

To check out that the two-step verification has been successfully disabled, you must sign out of
Dropbox and sign in again using your credentials. Since the two-step verification is disabled, you will
be able to access without the TOTP.
Once you have checked it out, you are ready to delete the TOTP from Latch. You can do it from the
“Delete” button on the contextual menu, even though before the complete deletion Latch will
display a warning message.
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Image 167: Access to TOTP deletion

Image 168: Pre-deletion warning
message

Image 169: TOTP deletion
completed

8.3.2 Log
This option shows a log of the displayed TOTPs selected as well as the total number of operations,
similarly to services or operations. To access it, you must tap on the icon placed at the right side of
the service name, at the upper-left part of the screen. Through this icon we will access all the
displays carried out within the period selected.
The Log window may be divided into two different parts:
•

At the top there is a button to set up the time range. All the displays of the current day are
showed by default (in purple).

•

At the central part there is a log history including each one of the displays carried out, in addition
to their date and time.

Image 170: Icon to be tapped to access the TOTP Log
window

Image 171: Log button, TOTP display history of the current
day

2020 © Telefónica Cybersecurity & Cloud Tech S.L. All Rights Reserved.

Page 58 of 70

Latch User Guide
with Nevele Bank and Dropbox service protection
V.8.4 – November 2020

8.3.3 Service tutorials
For the user to be guided step-by-step to activate the second authentication factor (TOTP) a number
of tutorials of the most used services (Facebook, Google, Twitter, Microsoft, Dropbox…) have been
created.
You may access the list of the service tutorials from three different places:
1) TOTP home screen: the first time you access the TOTP screen (so you do not have any TOTP
created yet) you will see at the upper part of the screen the “See service tutorials” button. By
tapping on such button, you will access the whole list of tutorials.

Image 172: Button to be tapped to access the service
tutorials

Image 173: List of tutorials

2) Add account: on the TOTP menu, when you have tapped on the button “Add account”, you
will see at the bottom of the screen the “Service tutorials” button. Through this button you
will access the list of tutorials previously shown.

Image 174: “Service tutorials” button
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3) By tapping on “+”, placed at the right side of the service name: in this case, you will not see
the list of service tutorials, but the specific tutorial for the selected service. To view it, you
just need to tap on “See tutorial”, a button that will appear in the following screen:

Image 175: “See tutorial” button
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9 LATCH NOTIFICATIONS
Latch notifications are really important and descriptive, since they provide information on almost all
the Latch-related situations happening in the service.
To receive a notification on your mobile device you must be signed in to Latch on such device. Some
notifications include buttons to interact with the app. For security reasons, such buttons will not be
displayed if you have set up "Always" for the option "Ask for password".
You may receive up to 10 different Latch notifications, although you are unlikely ever to receive
some of them, since they are generated by special and unusual situations.
IMAGES

DESCRIPTION
TITLE: Service paired
This notification is received when you have
paired a new service. It includes two
buttons:
•

Set up now: in case the service includes
operations (for instance, Nevele Bank)
you will be redirected to the
corresponding list (see Image 30).

•

Set up later: you will be redirected to
the list of paired services (see Image 29).

Image 177: Service paired

TITLE: Access attempt
This notification is received when you have
attempted to access a service or operation
locked by Latch. It includes the button
"Unlock service". By tapping on it, you will
be unlocking the service or operation, so you
may attempt to access it again.
By tapping on “Contact the provider” the email and/or phone number set by the
provider to contact will be displayed. If there
are no contact details, this button will not be
displayed.

Image 178: Access attempt
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IMAGES

DESCRIPTION
TITLE: Service accessed
This notification is optional and reports
when you have accessed an unlocked
service. It is particularly useful to find out if
an intruder knows you access credentials for
the paired service.
It includes the button "Lock service". By
tapping on it, the service or operation is
locked and consequently protected against
an access attempt.
By tapping on “Contact the provider” the email and/or phone number set by the
provider to contact will be displayed. If there
are no contact details, this button will not be
displayed.

Image 179: Service accessed

TITLE: OTP
This notification is received when you have
requested a one-time password (OTP), since
a second authentication factor has been set
up for that service or operation. The
notification includes such OTP.
In any event, you may request the password
again by tapping on "Resend password", (see
Image 69).

Image 180: OTP
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IMAGES

DESCRIPTION
TITLE: Latch changed
This notification is received when the service
provider has changed your latches’ status
(such modifications may concern the whole
service or just individual operations).
Any change carried out by the service
provider will appear highlighted in orange.
By tapping on “Contact the provider” the email and/or phone number set by the
provider to contact will be displayed. If there
are no contact details, this button will not be
displayed.

Image 181: Latch changed for the
Nevele Bank service

Image 182: Latch changed for the
login operation

TITLE: Disabled service
This notification is received when Latch has
been disabled for a service and
consequently cannot protect it, neither its
operations.
This notification is displayed in two different
but related cases. In both cases the e-mail
and/or phone number set by the provider to
contact will be displayed. In any of the two
cases you must contact the service provider
and indicate the code showed on the
notification.
These two cases are:
1. You had already paired the service and
receive the notification.
2. You are pairing a service and receive the
notification.

Image 183: Disabled service successfully paired

In any of these two cases the notification
includes the button "Update service list". By
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IMAGES

DESCRIPTION
tapping on it you will be redirected to the
home view where the service will appear
blurred until it is re-enabled.
By tapping on “Contact the provider” the email and/or phone number set by the
provider to contact will be displayed. If there
are no contact details, this button will not be
displayed.

Image 184: Disabled service when pairing

TITLE: Service restored
This notification is received when a service
previously disabled is restored, so since that
moment you may protect the service with
Latch as usual.
It includes the button "Update service list".
By tapping on it you will be redirected to the
home view where the service will appear
now unblurred.

Image 185: Service restored
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IMAGES

DESCRIPTION
TITLE: Service unpaired
This notification is received when you have
unpaired your service of Latch and therefore
agree to lose the additional protection layer
provided by Latch.
It includes the button "Update service list".
By tapping on it you will be redirected to the
home view where the service will no longer
appear.

Image 186: Service unpaired

TITLE: New Latch session
This notification is received when your Latch
account has been accessed from a new
device. It is particularly useful to find out if
an intruder knows the access credentials for
your Latch account.
This notification shows the operating system
as well as the device from where you are
logged.
From the section Session management you
may sign out of all the devices that you wish.

Image 187: New latch session in a new device
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IMAGES

DESCRIPTION
TITLE: New service
This notification is similar to service paired’s
one. You receive it when a Cloud TOTP is
included in Latch.
On the notification you can view the name
of the service that has been added as well as
a description on how TOTP works.
It includes a button to be redirected to the
home view.

Image 188: New TOTP service
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11 RESOURCES
For more information about how to use Latch and testing more functionalities for free, please find
below the user guide in Spanish and English:
1. Manual de uso de Latch. Utilización con Nevele Bank y protección del servicio Dropbox.
2. Latch User Guide with Nevele Bank and Dropbox service protection.
You can also access the following documentation, that is continuously improved:
•

Guides in Spanish and English on the integration and use of Latch with the available plugins, on
the Latch website and via the ElevenPaths SlideShare channel.

•

Videos with subtitles in Spanish and English on the integration and use of Latch with the
available plugins on ElevenPaths' YouTube and Vimeo channels.

•

Guides on the integration and use of Latch in those organizations that have already implemented
it (Movistar, Tuenti, UNIR, USAL, etc.), on the Latch website and via the ElevenPaths Slideshare
channel.

•

Guides on how to use the TOTP functionality in Latch, so integrating in Latch services such as
Gmail, Dropbox or Facebook. They may be found via the ElevenPaths SlideShare channel.

•

Information about Latch API on the Latch website.
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